Role-Based Access EXAMPLE
to Protected Health Information
Evaluation

Job titles

Paper records

Patient Health
Records

Access to all records

Access to selected
records or selected
parts based on job
duties

Access to records of
patients he/she is
treating

Access to selected
records to supervise
patient care.

Access to records
occasional and only
as directed by
supervisor

Access to records as
allowed by IRB
protocols.

Billing Records

Access to all records

Access to selected
records based on job
duties

Access to records
occasional and only
as directed by
supervisor

Patient Logs

View

Copy




Role-Based Access EXAMPLE
to Protected Health Information
Evaluation

Job titles Q

Electronic Records

UHS Clinical Inquiry

Access to PHI of
patients he/she is
treating v v v v

Other access directed
by supervisor v v v v v

Patient Logs

View v v v v v v

Create, data entry v

IDX

View v v v v v

Create, data entry v v

Note: The Administrative Assistant I has limited access to patient health or billing records. She maintains
the Electronic Patient Log based on minimal PHI received on a daily basis from faculty and residents.



