Department’s Responsibility

Over Social Security Number

Security and Confidentiality

	Requirements
	Departmental Responsibility

	1. SSN can only be requested as required by State and Federal statutes.
	· Departments need to review forms and other requests for SSN to determine if number is required by statutes.  See requirements at http://www.uthscsa.edu/compliance/forms/BPM66Apx1Federal.doc and http://www.uthscsa.edu/compliance/forms/BPM66Apx2State.doc.
· Changes and additions to forms requesting SSN must be approved by the Institutional Compliance Office.

	2. Inappropriate disclosures of SSN must be reported to employee’s supervisor.  Supervisor must notify the Institutional Compliance Office.
	· Departments must provide appropriate training and awareness to employees on disclosures of SSN.  See additional training materials at http://www.uthscsa.edu/compliance/UT System Training.ppt
· Departments must inform employees of the reporting requirements for inappropriate disclosures.  See procedures at http://www.uthscsa.edu/compliance/ReportingInappropriate SSN.html.

	3. If SSN’s are collected, and approval has been obtained by the Institutional Compliance Office, a “Notice” must be given each time a SSN is disclosed to the institution.

Existing stocks of forms must be appended with the appropriate notice.  Future forms and existing stocks must include the “Notice” printed on the form.
	· Departments must periodically review existing forms with changes and approve all new forms (paper and electronic) requesting SSN.  The Departments must seek approval from the Institutional Compliance Office to collect SSN’s.  Also, the Institutional Compliance Office must approve the wording of each “Notice”.  See “Notices” at http://www.uthscsa.edu/compliance/RequiredNoticeSSN.html.

	4. SSN or any part of the SSN can not be used to post or display grades.
	· Departments are responsible for ensuring all faculty are aware of this policy.  See Handbook of Operating Procedures, Section 2.2.7.

	5. Records or media containing SSN must be properly destroyed and discarded.
	· Departments are currently required to certify information on computers have been properly erased by completing the “Computer and Computer Peripheral Disposal Request” form.  See Handbook of Operating Procedures, Section 6.3.3, “Deletion of State Property”.  Authorized individuals will be held accountable for ensuring proper procedures were taken.
· Designated departmental Records Representatives will be required to ensure all paper documents are properly destroyed.

	6. Where approved and allowed by the Institutional Compliance Office, the SSN may still be used as the primary identifier in databases (research, patient care and administrative).  The department is responsible for ensuring proper controls and security exists over these systems.
	· Departmental TSR’s should ensure proper updates are installed on computers.  Also, departments are responsible for ensuring security over computers and databases are in place, including security over laptops.

	7. Employees are properly trained over the management and security of SSN’s.
	· Departments are responsible for ensuring employees attend GCAT training every two years, and have more extensive training if handling confidential information.  More extensive information for a training session can be located at http://www.uthscsa.edu/compliance/UT System Training.ppt.

	8. For new systems and software, appropriate language must be in RFP’s, contracts and agreements with vendors to ensure security is built into new systems.
	· Departments are responsible for ensuring proper language is included in RFP’s, contracts and agreements.  Departments, in conjunction with TSR’s must ensure proper security measures are built into new systems, and if SSN’s need to be a data element.  See verbiage at http://www.uthscsa.edu/compliance/socialsecurity.html.  Approvals for use of SSN must be sent to the Institutional Compliance Office.

	9. Disclosure of SSN’s to third-parties must be approved by the Institutional Compliance Office.
	· The Institutional Compliance Office will maintain a pre-approved list of third-parties to whom disclosure can be made.  Departments are responsible for ensuring approval has been obtained before disclosing SSN’s.

	10. Departments are responsible for determining if SSN’s should be included on documents that are mailed.
	· Departments must evaluate the risk of identity theft in the event mail is lost.

	11. Encrypt documents that are electronically transmitted, i.e. e-mailed, Internet, or faxed.
	· Departments are responsible for communicating requirements and risks to their staff.


