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DATE:
June 19, 2002 

TO:
Executive Committee Members, Assistant Vice Presidents, Chairs, Directors, Department Heads, Assistants to the Deans and Vice Presidents, and Departmental Administrators  

FROM:
Harry S. Lynch, Jr.
Executive Vice President for Business Affairs/CFO  


Business Affairs Bulletin No. 12 - FY 2002

SUBJECT:
Access Control Executives (ACE) New Policy Announcement 
On May 28, 2002, the Executive Committee approved a new policy for the Handbook of Operating Procedures that better defines the role and responsibilities of Access Control Executives (ACE).  The policy update is necessary because of expanded duties and responsibilities of departmental ACEs due to the implementation of new business systems.  The new policy is attached.  

Because of business process changes, it is necessary that all Deans, Directors, and Chairs re-designate the person in their department who is entrusted with these important responsibilities.  This gives each Dean, Director, and Chair the opportunity to select the staff member best suited to fulfill the responsibilities defined in the ACE Policy.  The designation is critical to both implementing and maintaining secure administrative business systems.  

Also attached to this Bulletin is a copy of the new ACE Designation Form, which needs to be completed and retuned to the Office of the Executive Vice President for Business Affairs and Chief Financial Officer as soon as possible but no later than Monday, July 8, 2002.  Your prompt attention to this matter is appreciated.  

Highlights of the new ACE policy: 

· An Access Control Executive (ACE) is the departmental representative assigned the responsibility to authorize and manage user access to institutional administrative business systems.

· The ACE serves as the official liaison from the department to various administrative departments and Computing Resources in the use of UTHSCSA’s administrative business systems.

· The ACE assigns appropriate security access to departmental users of PeopleSoft applications, Document Review System, Data Warehouse, and LYNX systems.

· The ACE is responsible to terminate security access for an employee who leaves the department or who no longer has job duties requiring access.  

· The ACE attends annual training and ensures the training of other users. 
Thank you for your cooperation in these matters.

Attachments 

UTHSCSA HANDBOOK OF OPERATING PROCEDURES

	Chapter 5
	Information Management and Services
	Effective:
	June 2002

	Section 5.8
	Information Security
	Revised:
	

	Policy 5.8.8
	Administrative System Access Controls (ACE Program)
	Responsibility:
	EVPBA/CFO


	ADMINISTRATIVE SYSTEM Access Controls (ACE PROGRAM)

	Introduction


	As data owners, each department has the responsibility to authorize appropriate system access for their data.  Fulfilling this responsibility, each UTHSCSA department must designate an Access Control Executive (ACE) to manage the access requirements for departmental users of administrative business systems.  

	Definitions


	ACE:  Access Control Executive (ACE) is the departmental representative assigned the responsibility to authorize and manage user access to institutional administrative business systems.  


	Policy
	It is the policy of the Health Science Center that: 

1. All UTHSCSA Departments have a designated Access Control Executive (ACE) to authorize and manage departmental user access to institutional administrative business systems.  The designated ACE must be a senior member of the department:  Dean, Chair, Director, Associate/Assistant Director, Administrator, or the department’s senior administrative position (provided the department’s organizational structure does not include an Associate/Assistant Director or Administrator).

2. The Dean, Chair, or Director of a department must nominate an ACE by submitting the “ACE Designation Form“ to Computing Resources.  This form is then forwarded for approval to the Office of the Executive Vice President of Business Affairs and Chief Financial Officer.  If no Dean, Chair, or Director exists for a department, only this Executive Vice President can appoint the ACE. 

3. The “ACE Reference Guide” documents ACE responsibilities and procedural compliance requirements.  In summary, it is the responsibility of the ACE to:

a. Understand University policies and procedures, internal controls, and the department’s business processes and organizational structure.  If the ACE reconciles departmental accounts, there must be a documented review of the reconciliations at a higher management level.

b. Assign user access privileges to administrative business systems based on job duties, or on a “need-to-know” basis.

c. Manage departmental user access including developing mechanisms to immediately disable access for users that transfer, terminate, or no longer have a need to access administrative business systems. 

d. Ensure all departmental users of administrative business systems receive both formal systems training and training related to departmental procedures and accounts. 

e. Ensure all departmental computers accessing administrative business systems are appropriately secured.

f. Attend ACE training on at least an annual basis.

The Dean, Chair, or Director of a department is responsible for ensuring the ACE attends training and reviews user security access to administrative systems on at least an annual basis.  To document the completion of this requirement, the department must maintain a current copy of the “User Security Access Departmental List” signed by the ACE during annual training. 


The University of Texas Health Science Center at San Antonio

ACCESS CONTROL EXECUTIVE (ACE) DESIGNATION FORM

For each department to use UTHSCSA’s institutional administrative business systems, an Access Control Executive (ACE) must be nominated by the Dean, Chair, or Director using the Access Control Executive (ACE) Designation Form.  The ACE has the critical responsibility for authorizing and managing the departmental users who have been granted access to the institutional administrative business systems.  These systems contain sensitive data and information critical to the business processes at the HSC.  This sensitive information is readily accessed through these business systems.  In addition to this critical function, the ACE serves as the official liaison between the departmental users, administrative departments, and Computing Resources in the use of institutional administrative business systems.

Good internal control procedures and management practices provide the foundation for implementing a secure institutional administrative business system in the departmental setting.  The designated ACE must be a senior member of the department and is expected to understand University policies and procedures, internal controls, and the department’s business processes and organizational structure.  It is recommended that the Associate/Assistant Director, the Administrator, or another senior staff person be designated the departmental ACE, as dictated by the Handbook of Operating Procedures, Section 5.8.8.

It is imperative to our missions that appropriate security measures are followed for the institutional administrative business systems.  The ACE’s responsibilities listed below should be reviewed carefully by the Dean, Chair, or Director.  

· The ACE has the responsibility to request appropriate security access be granted to the institutional business systems for their department based on job duties, or a “need-to-know” basis.  

· The ACE has the responsibility to develop mechanisms to immediately disable by requesting appropriate security access be terminated to the institutional business systems for their departmental users that transfer, terminate, or no longer have a need to access the administrative business systems.

· The ACE is required to attend security-related training at least annually.

(
The ACE has the responsibility for managing the departmental users who have been granted access to the administrative business systems and for assuring the levels of approval support the basic principles of separation of duties as defined by good internal control procedures.

· The ACE has the responsibility to ensure that all departmental personnel assigned security access to any of the institutional administrative business systems receive formal system training; and, that all departmental personnel assigned departmental administrative duties receive training on departmental procedures and accounts.

· The ACE has the responsibility to maintain the Administrative Mailbox established for the internal control of routine departmental business processes.

· The ACE has the responsibility to ensure personal computers using any electronic business systems be manned or secured at all times.
_______________________________________

______________ 

Department Name 




Department ID 

_______________________________________
____________________________________      _________

Name of Access Control Executive (ACE)

Title




      Phone Ext  

_______________________________________

_________________________________________

Signature of Dean, Chair, or Director and Date 
Signature of Executive Vice President for Business Affairs/CFO and Date

No one can sign the Access Control Executive (ACE) Designation Form in place of the Dean, Chair, or Director without approval from the Executive Vice President for Business Affairs/CFO. 
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